Abstract-Traditional symmetrical cryptographic algorithms generally provide an adequate degree of immunity to attacks aimed at revealing secret keys. A number of approaches exist for the automated generation of secret keys, but, for high security applications, some end users remain wary of approaches that are controlled by third parties. Consequently, there remains interest in certain high-security applications in being able to retain control over the method used for the generation of keys. In this paper, keys for both cipher images, decryption images are obtained using the evolutionary computing tool Eureqa, in its modelling of pseudo-random input data. The secret keys generated by this approach and when applied to the encryption and decryption of gray-scale images are validated in a range of statistical tests, namely histogram, chi-square, correlation of adjacent pixel pairs, correlation between original and encrypted images, entropy and key sensitivity. Experimental results obtained from methods show that the proposed image encryption and decryption algorithms are secure and reliable, with the potential to be adapted to high-security image communication applications.
I. INTRODUCTION
Every day, large volumes of digital data are exchanged through public channels. Much of the data are private or confidential, but the use of public channels makes it vulnerable to seizure by an adversary or an eavesdropper. A range of security techniques is available, many of which require the use of a key known only to the sender and the intended recipient and so requires protection from intruder attacks.
The contention of the current research work is that Kirchhoff's principle [1] , which suggests that " a cryptosystem should be secure even if everything about the system, except the key, is public knowledge" [1] , does not necessarily follow if the key is generated and distributed by a third party, often a commercial entity, government institution or military establishment. This is because there is no guarantee that a key is not in some way retained by that third party or communicated to an 'authority'. Only if the end user retains control over key generation can there be peace of mind that an intruder has not compromised the process [2] .
In this work, a method has been established that permits the automatic generation of keys by a process controlled by the cryptography users themselves. The evolutionary computing tool Eureqa [2] has been used to generate each key from a unique mathematical equation, which in turn describes a purposely-generated random number sequence. A method for using Eureqa in the field of cryptography was originally proposed by Blackledge et al. [2] , in which the authors attempted to establish that the method is able to produce keys that provide security of strength similar to that of existing popular methods.
The paper is organized as follows. Related work that has investigated the generation of bespoke keys using Eureqa is discussed in Section II and Section III introduces the proposed technique. Section IV describes the statistical and security analysis and Section V presents the conclusions.
II. RELATED WORK
Evolutionary computing in cryptography is generally carried out by generating an initial seed to initiate the calculation of a mathematical equation, which can then be used as a secret key in traditional cryptography methods. The work presented by Blackledge et al. [2] models 250 samples of a pseudo-random number sequence using Eureqa, and was reported to take around 23 hours to generate a single mathematical key for encryption and decryption purposes, but no assessment of the security of the approach was made. This encryption work was adopted by Dlamini [3] in the implementation of a risk-based multi-factor authentication system to monitor user behavior in order to protect access to cloud-based services. Eureqa was used to generate an encryption function, but its calculation took over 205 hours on a standard desktop system. In paper [4] , training a neural network as input noise by the Blackledge aiming to generate nonlinear function. Radio emissions generates an atmospheric noise that is affected by lightening, electronic noise and radioactive decay was provided to Eureqa, which then generated an encryption function to model the data. The output of Eureqa was approximated with the input noise to generate a non-linear function, which is the encryption algorithm. The security of such an approach was assessed by a range of metrics, including the Lyapunov exponent, cycle length, key diffusion and entropy. Algorithmic processing time was not recorded in the paper.
The extended processing time required for the generation of keys in [2] and [3] is not acceptable in practical environments. For real-time streaming applications, a practical approach is needed to ensure that keys are not only generated and applied in a reasonable time, but also that the security of the approach must be demonstrated using appropriate statistical tests.
In this paper, a solution is proposed that provides automated keys generated using Eureqa with a much reduced execution time. In addition, a range of statistical tests is applied to demonstrate the security of the resulting encryption system.
III. PROPOSED APPROACH Eureqa was first released in 2009 by Hod Lipson of the
Computational Synthesis Laboratory at Cornell University [5] . Eureqa is able to perform 'symbolic regression', namely the automatic execution of iterative search operations to determine an underlying equation that models the input data. The main benefit of the tool is its ability to reduce the time and effort needed to generate such equations compared with a trial and error approach [6] .
In this paper, Eureqa is used to describe a pseudo-random number (PRN) using a mathematical equation that is then used to generate a secret key that is needed in the encryption process. Perhaps the two most important aspects of every encryption system are the time taken to perform encryption and the security of the encryption key, but there is often a practical trade-off that needs to be established between the two. In the current approach, the time taken to determine a suitable equation increases if the PRN sequence it represents is made longer, but the longer the key the better becomes the security of the encryption provided. In this work, Eureqa is used to generate an equation from a short PRN sequence, reducing calculation time compared to previous work, yet the equation obtained is used to generate a key of arbitrary length. It is the demonstration that the security provided by this modified approach remains acceptable that is the main contribution of this paper.
A linear congruential generator (LCG) has been used to generate a random number sequence ! ∈ 0,1,2, … , − 1 , = 0, 1, 2, . . , . A seed ! is required to initiate the generation of the first value in the sequence and subsequent values are generated iteratively. A PRN sequence of length n can be obtained using
where a and are integers.
Three main steps are required in the implementation of a cryptographic system, namely key generation, encryption and decryption. The degree of security provided by a cryptosystem principally depends on the key generation mechanism. Here, the Dual Modified Extended approach (DMEX) is introduced to obtain the separate mathematical equations E ! , E ! and E ! that are then used to generate keys that are applied successively. Although each equation is generated by Eureqa from only five PRNs, reducing calculation time to a matter of seconds rather than hours, each is used to generate a much longer key in matrix format (so it is suitable for operation on images), resulting in the three keys K ! , K ! and K ! . The three mathematical equations and initial seed must be send to the receiver. The manner in which these keys are applied to the images to be encrypted is shown in Figure 1 and is described below.
In DMEX, for each mathematical equation five PRNs are used as input to Eureqa and an example of the form of equation produced is shown in equation (2) Such equations can then be used to generate arbitrary lengths of sequences of random numbers to form keys. For an image of dimensions M x N, the following M x N key matrices K ! , K ! and K ! are obtained for forming the encrypted image as described below. To implement decryption, the application of the steps simply takes place in reverse order.
IV. STATISTICAL AND SECURITY ANALYSIS
A quad-core Intel i5 CPU with 64-bit architecture running under CentOS is used to generate the mathematical equations (secret keys) and to perform encryption and decryption. In the experiments, gray-scale images of resolution 256×256 and of 8-bit depth were used as test data and statistical properties of relevance to encryption quality were then obtained, namely histogram, chi-square and entropy analyses. Key security is also investigated.
In 1949, Shannon stated that, "It is possible to solve many kinds of ciphers by statistical analysis and a good cipher should be robust against any statistical attack" [7] . To demonstrate the robustness of the proposed approaches, results from a range of statistical tests are reported below.
A. Histogram Analysis
The performance of an image encryption algorithm can be assessed by how closely the histogram of the cipher image conforms to a uniform distribution [8] [9] [10] . Examples of histograms obtained for an unencrypted original image and a DMEX encrypted image are shown in Figure 2 .
Visually, the distribution in (d) for the DMEX encrypted images appears close to uniform, a distribution which is generally known to make statistical attacks more difficult in practice.
B. Chi-squared test
The uniformity between the outputs obtained from an encryption algorithm can be assessed by the chi-squared test given by
where, for the current application, v_i represents the frequency of occurrence of each of the N gray-scale values. In the literature, it is reported that the lower the chi-square value obtained, then the better is the uniformity of the image, indicating a higher degree of encryption [9] . The chi-square values obtained in Figure 2 were 41145 for the original Lena image and 258 for the encrypted image. The chi-square values for a range of different images both in their original and encrypted forms are shown in Table I. The table also compares the performance of DMEX with three state-of-theart key generation methods, the first [11] and the third [13] using a technique based on chaos and the second [12] using an evolutionary approach. It can be seen that the DMEX approach exhibits a chi-square test value that is comparable with those found in the other recent approaches. 
C. Correlation Between Original and Encrypted Images
This statistical test is used to assess in a quantitative manner the difference between two images and can also be used to indicate the quality of the encryption method. The correlation between an original image A and an encrypted image B can be determined from equation (4) [11].
The results obtained are shown in Table 2 . Values of ρ close to unity are obtained for image pairs that are similar and values near zero indicate little similarity between images. As shown in Table II , the correlation values ρ for DMEX and those published for the evolutionary approach in [11] and [12] are close to zero. Again, the encryption performance of DMEX can be seen to be similar to that of another modern approach. 
D. Entropy Measurement
Entropy can be used to assess the random nature of the output values produced by an encryption algorithm [14] and can be calculated using
where ! represents the probability of being in state ! and 2
! is the total number of states of the message source. A comparison of the entropy of the DMEX approach with other state-of-the-art algorithms is presented in Table III . The high value of entropy for the DMEX approach (close to the maximum value of eight), indicates that the approach is robust against entropy attacks. The combination of high entropy and high chi-squared test value obtained for DMEX indicates that the approach provides similar security to other modern encryption algorithms.
E. Key Sensitivity
During both the encryption and decryption processes, an encryption algorithm should provide high sensitivity with respect to changes in the value of the secret key [15] [8] . For the encryption process, high sensitivity means that a substantially different encrypted image is obtained when there is only a minor change made to the secret key. It should not be possible to fully or partially retrieve the original encrypted image should a small change be made to the encryption key [16] . The images obtained during key sensitivity tests for DMEX are shown in Figure 3 .
The encrypted version of the original image is shown in Figure 3 (b) and the decryption of the original image following changes to the first, second and third seeds are shown in (c), (d) and (e) respectively. Similarly, performing decryption following minor changes to the first, second and third encryption equations are shown in (f), (g) and (h) respectively. With respect to (f), (g) and (h), it is clear that in all cases the secret keys used in the DMEX approach exhibit high sensitivity.
V. CONCLUSION
In this paper, a new DMEX approach has been introduced and its application to image encryption demonstrated. To assess the robustness of DMEX in the face of attacks, a range of statistical tests has been performed using histogram analysis, chi-squared test, correlation coefficient, information entropy and key sensitivity. It was found that DMEX exhibited encryption security performance similar to that found in the literature for other modern algorithms. The histogram results showed an almost uniform distribution, indicating low vulnerability to statistical attacks, and the values obtained for entropy indicted a uniform distribution of energy between pixels as expected of highperformance encryption algorithms. DMEX exhibits low correlation between adjacent pixels of the encrypted image, indicating strong resistance to statistical attacks. The proposed approach has also been demonstrated to be highly sensitive to minor changes to the secret key values. Overall, DMEX has been demonstrated to be a viable alternative method of generating keys that can be guaranteed to be known only to the encryption user. DMEX also allows the calculation of keys in a time much reduced compared to its predecessors, while at the same time providing security at a level similar to other modern approaches.
